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EXECUTIVE SUMMARY

Infrastructure Destruction Squad, an actor that has been promoting BLACKNET-00
as a ransomware framework, announced a new update focused on evasion, data
theft, remote control, persistence, local information capture, and file encryption.

Based on the available information, there is no validated technical sample or
independent analysis confirming the real functionality of all announced capabilities.
For that reason, the content should be treated as operator claims rather than
verified features.

WHAT HAPPENED

On 12 May 2026, operators linked to BLACKNET-00 published an update
announcement for the framework. The message presents a version with alleged
stealth mode, defensive control evasion, sensitive information theft, remote control,
and full file encryption.

Among the declared capabilities are functions associated with cryptocurrency wallet
theft, browser data collection, local document capture, WiFi credential extraction,
keystroke logging, screenshot capture, webcam and microphone capture, as well as
persistence mechanisms and Telegram-based control.

The announcement also mentions encryption of multiple file types, shadow copy
deletion, a ransom message with an XMR wallet address, a 72-hour deadline, and a
threat to publish stolen data. According to the operator, the full source code would
be sold to a maximum of two people for USD 500.

OPERATIONAL ASSESSMENT

For years, much of the ransomware ecosystem has moved beyond encryption
alone and has relied on data theft, multiple extortion, reputational pressure,
evasion, persistence, and abusive administration tooling.

In that sense, BLACKNET-00 does not intfroduce a new logic. Instead, it attempts to
present itself as a compact package that brings together capabilities already
expected in contemporary ransomware operations. The difference lies in the
commercialization model: full source code, low price, and a promise of restricted
distribution.

'8 KEY JUDGMENTS

« BLACKNET-00 again presents itself as a ransomware
framework with combined capabilities for encryption, data
theft, remote control, persistence, and evasion.

« The announcement follows a logic typical of modern
ransomware, which does not focus only on encryption, but
also on collecting information, pressuring the victim, and
reducing recovery options.

« The alleged sale of the full source code for USD 500, limited
to two buyers, seeks to project exclusivity, commercial
urgency, and distribution control.

INTELLIGENCE SIGNIFICANCE

For iQBlack, the BLACKNET-00 announcement is relevant for two
reasons. First, it confirms Infrastructure Destruction Squad’s
intention to position BLACKNET-00 as a commercial offensive
product, not only as an internal-use tool. Second, it shows how
the actor is trying to lower the entry barrier for operators
interested in ransomware by packaging theft, evasion,
persistence, and encryption functions into a single framework.

Available public information had already positioned BLACKNET-
00 as a Raa$S platform promoted by Infrastructure Destruction
Squad, with a graphical builder and an orientation toward users
without programming knowledge.

ANALYTICAL CLOSING

The BLACKNET-00 announcement should be treated as a
statement of capabilities pending technical validation, not as
confirmation of each listed function. Its intelligence value lies in
the direction it signals: Infrastructure Destruction Squad is
attempting to present BLACKNET-00 as a commercial,
accessible, and functionally broad ransomware framework,
aligned with the modern extortion model based on encryption,
data theft, evasion, and reputational pressure.
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